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Applications are your
business. Better
secure them

Most of what matters to your business is delivered

by applications. The customer experience. Product
enhancements. Operational efficiency. Employee
satisfaction. The faster you can deliver new applications, the
faster you can differentiate and transform your business.

But applications are also a major source of risk and
vulnerability. Cybercriminals target applications because they
contain customer data and sensitive information. However,
because of the pressure to release quickly, the security
checks needed to manage applications and systems in depth
are often incomplete. This leaves organizations open to
attacks.

Better application security requires better testing across the
development process. But it also requires a broader view of
why testing is so critical.

Securing applications is not just about avoiding the
unthinkable - data breaches, penalties for compliance
violations, class-action lawsuits, etc. Capgemini recognizes
that securing applications is also the key to accelerating
innovation and exploiting new opportunities.

That is why Capgemini’s Application Security Testing service
is much more than another testing option. By testing all of
your Web, mobile, desktop business applications - quickly,
completely, expertly, and independently - we help you build
digital trust.

At a glance

Application Security Testing is a platform-
based, on demand, pay-per-use service. You
simply upload your application code or URL via
a portal, and our expert auditors scan them and
send you comprehensive results quickly, so you
can see and remediate vulnerabilities. It's the
easy, accurate way to meet application security
targets, guide security decisions, and cost-
efficiently support the business.
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It's time to move
application security
testing off-premises

The move to network-based business models and IT
infrastructure is gaining momentum. Why continue to pay for
on-premises systems, facilities and specialists, when you can
simply move to network-based services?

The same concept applies to application security testing.
Yes, you can do it all yourself. You can recruit, hire, and pay
security testing specialists. You can purchase the tools
and infrastructure to do the testing. You can establish the
processes and compliance procedures to meet regulatory
requirements. You can manage and maintain everything
internally. But why?

With Capgemini’s Application Security Testing service:

* You simply purchase a subscription and our experts
systematically test all your applications - Web-based,
mobile, or business applications, proprietary or open
source - prior to release.

* You get a balanced mix of manual and automated
testing depending on the level of service you need, using
best-in-class tools and processes from Capgemini and
world-class partners.

* Youreceive actionable results via a single, intuitive
dedicated portal. The portal gives you the ability to scan
requests, review results, and view dashboards that help
you understand your application security posture and build
the most appropriate remediation strategy.

* You can customize your dashboards in terms of business
priorities or technical complexity.

* You ensure objectivity by separating the testing process
from development, and you get a whole new level of
scalability and repeatability.

* You get broader and more accurate coverage because
we combine top-tier analyst tools, continuously updated
threat intelligence, and expertise based on many years of
testing experience to detect vulnerabilities - all delivered
by security experts based in multiple geographies.

* You have the Flexibility to test wherever you
undertake development activity, ensuring
responsiveness to your time pressures and enabling faster
time to market.
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* You enhance GDPR compliance and overall application

risk management and highlight potential license conflicts H OW I t WO rkS: A

or unwanted obligations.

¢ You have access to the vast array of Capgemini Close r I.O O k

cybersecurity services to complement the expertise

of your internal teams - including consulting services as Capgemini’'s Application Security Testing Service offering is
well as a wealth of managed security services (MSS) and accessible through One Security Portal and implemented
cybersecurity monitoring options. using a secure public cloud service. This underlying

architecture is ready to use on-demand. We can have you up
and running quickly, and our rapid turnaround time integrates
well with different delivery methods, including Waterfall

In an era when security specialists are increasingly hard to and Agile.

find and CapEx budgets are stretched thin, our solution
makes it easy and fast to implement effective application
testing - whether you have just a few applications or are
looking to launch a comprehensive security program across
your organization.

¢ You learn to create secure code as your developers
enhance their coding skills.

The testing process itself is delivered by Capgemini security
professionals, whose expertise is reinforced by highly
automated artificial intelligence (Al) knowledge engines that
increase scanning effectiveness. Based on six structured
steps we analyze and run simultaneously hundreds of scans
within short timelines. Reports produced by our teams
highlight weaknesses and how to strengthen security gates.

Six steps that dramatically improve application security

4. Provide relevant

remediation guidelines to fix

o/ security vulnerabilities of each
assessed application

3. Standardized and tailored reports
on highlighted severity levels,
vulnerability category, company key
data & metrics. Highest risk in critical
applications are uncovered

2. View the scan outcomes.
Verifiable false-positives are removed.
Results are published with pass/fail
standards

5. Measure software quality
progress and trends. Evaluate
pass/fail security gates to
confirm "Go Live" or not

1. Upload source code, byte code or
binaries, or provide URL of the target
applications for scanning

6. Assess risk repeatedly and
continuously to reduce risk and
meet business target

Application security: A growing challenge.
The average cost of a data breach globally is $3.92M"
8.4 billion records were exposed in Q1 2020, representing a 273% increase over Q1 20192

Data breach incidents cost companies $150 on average per lost or stolen record?

43% - A two-fold increase in web application breaches compared to 2019

87% in a global study say they are likely to suffer a cyber-attack due to poorly secured IoT devices or
applications over the next two years®

'Ponemon Institute, “The Cost of a Data Breach,” 2019
2Dark Reading, 2020

3Ponemon Institute, “The Cost of a Data Breach,” 2019
“Verizon 2020 Data Breach Report (DIBR)

52019 Research Study - Ponemon Institute


https://www.sdxcentral.com/articles/news/verizon-report-71-of-breaches-financially-motivated/2019/05/
https://www.ibm.com/security/data-breach
https://www.darkreading.com/attacks-breaches/data-breaches-declined-in-q1-2020-over-q1-2019----or-did-they/d/d-id/1337788
https://databreachcalculator.mybluemix.net/?_ga=2.142648181.1341389696.1592372200-1201375638.1592372200&cm_mc_uid=52101302692915923721992&cm_mc_sid_50200000=50075661592380314496&cm_mc_sid_52640000=58454631592380314517
https://www.sdxcentral.com/articles/news/verizon-data-breach-report-finds-web-application-attacks-doubled/2020/05/#:~:text=Credential%20theft%20(37%25)%20and,%2C%20which%20jumped%20to%2043%25.
https://gdpr.report/news/2019/05/09/inadequate-security-sees-surge-in-iot-data-breaches-study-shows/#:~:text=Research%20finds%20that%20the%20number,the%20previous%20figure%20of%2015%25.

Tests all code, including open source

Our highly scalable solution is suitable for every type of
application: mobile, web-based, desktop, and business
applications, including mission-critical applications. We test
both proprietary and open source applications. Given the
recent proliferation of open source code, this capability is
increasingly critical. In fact, recent reports suggest that open
source software now makes up more than 35% of the average
commercial application.’

As open source software is redistributed outside its
license terms, many companies are unaware that they

are compromising intellectual property, or of potential
critical security vulnerabilities embedded in the code. Our
automated service helps to uncover these risks, remediate
as appropriate and enforce compliance with open source
licenses throughout the application lifecycle.

Thorough, accurate scanning with
exceptional flexibility

The Application Security Testing service is powered by
our industrialized approach, and the expertise of our
security experts.

The testing service is available from anywhere and the
flexibility of the platform allows easy scale-up and scale-
down of scanning activities depending on your growth rate,
specific requirements and quality standards.

Your portal: easy-to-interpret,
actionable insights

The portal provides an integrated, secured and personalized
view of your applications and how they are exposed to
security threats. For development teams, it's easy to upload
code, see results, and use a variety of dashboards to find and
remediate vulnerabilities. A full range of portal features are
ready to use, including:

» Role-based access controls that determine who can
do what

— Secure Sockets Layer (SSL) user authentication based on
certificates to identify the user to the server

— Multi-factor authentication

- Astandardized approach to managing requests
for application testing, such as static scan request,
remediation scans, dynamic testing, and open source
software analysis

 Standardized false-positive removal

« Standardized dashboards to highlight potential risks to
the business

- Customizable reports to highlight security posture, trends,
remediation status and priorities
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A broad range of
business benefits

Capgemini's Application Security Testing service delivers
unique business value on multiple fronts, including:

Continuous protection keeps your focus on
business value

Today's application development cycles are short, with
frequent updates. Application Security Testing enables you
to audit applications regularly across the board, so you can
focus on the business value of the applications rather than
security concerns.

Reduces the attack surface for fast,
accurate remediation

Our audits enable application breaches to be precisely
located, weaknesses to be effectively targeted, and potential
attacks to be thwarted. By monitoring your applications
continuously, identifying threats and protecting against
malicious acts, the Application Security Testing service limits
the opportunities for hackers to attack.

Avoids wasting time so you can release
software faster

The earlier security tests are carried out, the more effectively
you can correct vulnerabilities. By automating testing on all
your applications, and by testing when the project is about

to go live, we strengthen the application’s security while
expediting its release.

Accelerates GDPR compliance

The General Data Protection Regulation (GDPR) strengthens
security controls, and the Application Security Testing service
enables your business to place security at the heart of your
application layers.

’Source: Pittenger, Mike. “The state of open source in commercial apps:
You're using more than you think.” TechBeacon


https://techbeacon.com/security/state-open-source-commercial-apps-youre-using-more-you-
7Source: Pittenger, Mike. “The state of open source in commercial apps: You’re using more than you t
7Source: Pittenger, Mike. “The state of open source in commercial apps: You’re using more than you t

Builds digital trust

All companies fear the consequences of the press and social
media channels revealing that they have been victim of a

‘. (0])]

demand

': Highly scalable
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cyberattack. On the other hand, protecting your applications
across the development lifecycle create digital trust, which
allows you to accelerate innovation and business initiatives
with confidence.

X Extremely Flexible

Get up and running quickly
and cost-efficiently
* Launch your application
security initiative in < 1 day
» < 1-week turnaround on
application security results

* No hardware or software
investments

» Noin-house security experts
to hire, train and retain

Scale to test all applications in
your organization
* Web, mobile, business
applications tested
» Open source software
analysis

» Dynamic and static testing
with standardized
false-positive removal

Test any application from

anywhere

* Secure in-house, open source
and third-party code

« Test applications in the cloud
or on premises, on demand

Business benefits of strong application security testing

O

Reduce Risk

Testing applications early
in the SDLC, greatly
reduce the risk of
exposure to a damaging

confidence

-

Build digital trust

Accelerate innovation
and initiatives with

Accelerate
GDPR compliance

Place compliance at the
heart of your application

security breach :

Software release
certified to comply with

security standards

Protecting applications processing personal and
sensitive information is critical. Security standards
help organizations stay secured

Real results from real clients

Major French international bank

* Mobile App Security Testing solution
combining security automated
testing and manual testing improved
testing coverage scope by 68%

¢ 100% of OWASP Top 10 critical
vulnerabilities uncovered by deep
assessment of the 3 key layers which
make up all Mobile Apps

» Strongly contributed to boost
bank’s ambition to be a leader
able to provide innovative digital
solutions to improve knowledge of
customer investments

layers
Reduce the Keep your
attack surface focus on
Limit the business

opportunities for

hackers to attack Audit applications

regularly across the board

Key European Energy Provider
» Cut application security testing time
from 7 days to under 48 hours

e More than halved the cost of .
application security testing: 57%
reduction

- Increasing scope of testing without
dropping the “go live” pace vital to
the customer’s business reputation

Central Tax Management Authority

» Application Security Testing was the
right solution to uncover various
levels of risks in Apps holding
personally identifiable data.

Reduce CAPEX

Instead of Investing in
costly and hard to
maintain tools, buy

security testing services
as needed

Reduce Time

to Market

We offer high reactivity
services that do not delay
time to market and
shorten development

e timescales

Cut costs

By fixing security
vulnerabilities before
production, when it becomes
very expensive to assess and
remediate issues efficiently

Remediation tips have reduced the
average threat fixing duration by
75%

Detailed guidelines regarding
Application Security Testing
facilitated Client’s understanding
of Security Risks and how to best
optimize testing budget to be fully
secure before going live

Fast track implementation
and deployment of testing
methodologies improved software
quality and customer’s confidence



An integral part of
our comprehensive
cybersecurity
capabilities

The Application Security Testing service is a core element
of our overarching, end-to-end offerings in cybersecurity.
We can deliver Advisory Services addressing the full range
of cybersecurity strategy, assessment, and deployment
needs, as well as Managed Security Services covering

Cybersecurity Define Services

Strategy Assessment

Cloud Security

Strategic Assessment

Consulting

Operational Compliance as a Service
Consulting

Secure loT/OT Cyber Attack Simulation
Services

Cyber Defence
Maturity

Data Classification

Endpoint Security

GDPR Assessment

GDPR Readiness

GRC Assessment

IAM Fastrack

Industrial Systems & loT

Penetration Testing, Red
Teaming and Threat Simulation

Security Assessment for
Secure Remote Working

your applications, networks, endpoints, data, end users,
infrastructure, clouds, perimeters, and more, all with a range
of service levels.

Capgemini is the one service provider who can bring
everything together for your enterprise: end-to-end
cybersecurity solutions from multiple vendors, coupled with
a comprehensive portfolio of consulting and managed service
offerings - globally or locally, in virtually every industry and
market segment.

We can serve as your single trusted advisor for integrating
and orchestrating your cybersecurity solutions globally,

and we have many years of experience covering security
requirements in virtually every industry and market segment,
at a scale that will match your needs today and tomorrow.

Cybersecurity Cybersecurity
Protection Services Defend Services

Deployment Cloud Security

Cybersecurity SOC

AppIIEEen Sen Ty Transformation Services

Testing (AST)

Endpoint Protection as a

Automotive Service (EPaaS)
Cybersecurity

Data Loss Prevention

. . ) (DLP)
Insider Risk Services

Global Cyber Defense

Insider Threat intelligence Centers

Platform (ITI
m Identity as a Service (IDaaS)

Identity as a Service

(IDaaS) Managed Detection and

Response

Secure |oT/OT
Services Network Security Management

Vulnerability Scanning One Security Portal

Secure loT/OT Services
Threat Hunting
Threat Intelligence

Vulnerability Management

For details about any of the services above visit www.capgemini.com/cybersecurity
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https://www.capgemini.com/service/cybersecurity-services/

Compelling
advantages

Our ability to deliver comprehensive cybersecurity
capabilities results in multiple advantages that truly set us
apart. These include:

End-to-end and ecosystem expertise

In an era of disjointed security solutions and increasingly
diverse attack vectors, Capgemini is the one service provider
who can bring everything together: Application Security
Testing, end-to-end cybersecurity solutions from multiple
vendors, and a comprehensive portfolio of consulting and
managed service offerings - globally or locally, in virtually
every industry and market segment.

A business-focused, collaborative approach

We start by understanding your specific requirements from

a business perspective. Through discussions with your key
stakeholders, we tailor a strategy and an approach that aligns
with your business objectives, then we recommend services
tailored to your specific needs.

loT and industrial security skills

Armed with sector-specific threat intelligence, Capgemini
Enterprise Operational IoT experts can assess the security
posture of your industrial systems and loT devices, including
maturity analysis of industrial information systems, risk
analysis of critical systems, and creation of a roadmap to
improve the organization’s defenses, while delivering quick
wins in reducing risk.

Cloud security specialization

Capgemini has broad and deep expertise in cloud security,
enabling you to adopt a range of dedicated and hybrid
cloud models safely and cost-efficiently. Capgemini can help
you assess your current cloud security maturity level; map
your current posture against security services offered in
clouds; implement security practices and tools to protect
infrastructure, applications, platforms and data in the cloud;
provide recommendations to address security compliance
gaps; manage security incidents; and more.

Application Security Testing

Global scale

We are everywhere your development teams, networks,
devices and users are, worldwide. With a global global
network of Cyber defense centers and research labs, over
4000 security professionals, and presence in over 200
countries, we can deliver the advice, skills and managed
services you need, your way, anywhere in the world.

Industry recognition

Capgemini is recognized as a leading cybersecurity and
managed security services provider by leading analyst firms in
their respective reports.

Top talent

Our 4000+ skilled cybersecurity experts hold industry
standard certifications such as CISSP, CISM, CISA, CCSP,
including ITIL, CEH, CCIE and other technology certifications.

Satisfied clients

We carefully measure and monitor client satisfaction, and
the vast majority of our clients are “highly satisfied” with the
services they receive.

Simplicity

The complexity of cybersecurity can be overwhelming. We
extract complexity at every turn, so you can focus on your
business goals and strategic initiatives. We're here to make
your life simpler while we make your enterprise safer.

Contact Capgemini.
Let us show you a
smarter way to test.

Take the next step toward proactive protection of your
applications and your enterprise. Contact Capgemini today
and learn more about our uniquely effective Application
Security Testing service.



For Further information please contact:

infra.global@capgemini.com

About Capgemini and Sogeti

A global leaderin consulting, technology services and digital transformation, Capgemini is
at the forefront of innovation to address the entire breadth of clients’ opportunities in the
evolving world of cloud, digital and platforms. Building on its strong 50-year heritage and
deep industry-specific expertise, Capgemini enables organizations to realize their business
ambitions through an array of services from strategy to operations. Capgemini is driven by
the conviction that the business value of technology comes from and through people. It is
a multicultural company of almost 220,000 team members in more than 40 countries. The
Group reported 2019 global revenues of EUR 14.1 billion.

Visit us at

www.capgemini.com

Sogetiis a leading provider of technology and engineering services. Sogeti delivers solutions
that enable digital transformation and offers cutting-edge expertise in Cloud, Cybersecurity,
Digital Manufacturing, Digital Assurance & Testing, and emerging technologies. Sogeti
combines agility and speed of implementation with strong technology supplier partnerships,
world class methodologies and its global delivery model, Rightshore®. Sogeti brings together
more than 25,000 professionals in 15 countries, based in over 100 locations in Europe, USA
and India. Sogeti is a wholly-owned subsidiary of Capgemini SE., listed on the Paris Stock
Exchange.

For more information please visit

www.sogeti.com
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