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Average GDPR compliance status-by country
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Source: Capgemini Research Institute, Data Privacy executive survey, June 2019, n=1,039. GDPR Executive Survey,
March-April 2018, n=1,000

How ready is your organization for the CCPA?

Organizations that claim they are or will be 70%
compliant by the time CCPA comes into effect

Organizations that claim they will be partially I 30%
compliant by the time CCPA comes into effect

Sources: Capgemini Research Institute, Data Privacy executive survey, June 2019, n = 1,038.

What are your biggest challenges Please indicate which barriers your
with preparing for CCPA in your organization is facing in seeking closer
organization? (Top 3) alignment to
GDPR (Top 3)

Technological: old IT systems,

discovering all instances of . Aligning the IT landscape
personal data, lack of tools to 42% to GDPR requirements is 38%
help efficiently handle very complex

CCPA requirements

Do you believe your organization has gained a
competitive advantage due to GDPR?
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Share of GDPR compliant firms that
have gained a competitive advantage

How has GDPR impacted your organization on the following dimensions?

66%

Positive Impact on . .
customer trust 84%

Positive Impact on organizational W 63 %
' reputation/brand image

® Organizations lagging behind in compliance @ GDPR-compliant organizations

Which of the following technologies is your organization already using
for data protection and privacy?

 J
Embed data protection and privacy

processing principles in the organizational culture
* Enhance accountability and privacy values

* Strengthen trust and capitalize on ethical use
of technology
Define a strong data protection network

« Enable data discovery through Al

* Map data processing activities and maintain
a data protection register

* Improve security of data using Al

10 Industrialize risk assessment and
%’?8.'.20 breach mitigation
« Augment protection through security
operations centers (SOC)

« Leverage platforms and the cloud for
data protection

Establish integrated governance, risk
management and compliance (iGRC) to build
robust protection and privacy capability

* Implement privacy compliance program

e Carry out due diligence on third party
providers/partners and monitor compliance
through audits

Sources: Capgemini Research Institute analysis.
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