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Executive                                  
summary
The slow deployment of Internet of Things 
(IoT) devices has resulted in a loss of revenue 
for mobile network operators (MNOs), 
communications service providers (CSPs), 
cloud platform providers, OEMs, and ODMs. 
One reason is unpredictable sales. In addition, 

The expectation for deploying IoT devices on a 
large scale in a smart airport, smart retail store, 
smart factory, or smart city requires simplifying 
the onboarding processes by reducing the 
number of manual steps necessary to make 
the devices operational. The goal for managing 
the overall IoT device life cycle is to set up each 
IoT device (short-range and long-range) to 
communicate with its intended destination.

the installation and confi guration of each 
IoT device and actuator is a painfully long 
experience that requires signifi cant eff ort and 
technical knowledge by fi eld specialists. (See 
Figure 1.) 

There are approximately 20 billion connected 
IoT devices in the global market today. By 
2025, the IoT market is expected to expand 
to $1 trillion, with more than 25 billion IoT 
connections, according to the GSMA.1  As OEMs 
manufacture more IoT devices, they need to be 
installed manually and confi gured to connect 
seamlessly with the IoT network. However, 
the manual provisioning of IoT devices today 
requires scheduling an appointment at the 

1 “New GSMA Study: Operators Must Look Beyond Connectivity to Increase Share of $1.1 Trillion IoT Revenue Opportunity,” 

May 30, 2018, GSMA https://www.gsma.com/newsroom/press-release/new-gsma-study-operators-must-look-beyond-

connectivity-to-increase-share/

Figure 1: The IoT device manual provisioning process
Source: Capgemini Engineering
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customer location for a fi eld technician to 
manually set up the IoT devices. In addition, 
the fi eld technician must test the functionality 
of each IoT device, which leads to higher labor 
costs and the potential for human error.

To address and overcome device installation  
and commissioning challenges, major players – 
including system-on-chip (SoC) and subscriber 
identity module (SIM) manufacturers, device 
manufacturers, MNOs, cloud platform 
providers, and machine-to-machine (M2M) 
and IoT service providers – have proposed a 
methodology called “Zero Touch” for deploying 
IoT devices in various market segments. (See 
Figure 2.) Zero Touch helps reduce human 
errors and delays during the deployment of IoT 
devices. It also reduces travel costs, manpower 
requirements and allows fi eld technicians to 
focus on other operational tasks like preventive 
and reactive maintenance work. 

The Zero-Touch feature is attractive because 
the IoT devices are automatically installed 
without needing a specialized IoT technician 

to be available in the fi eld. Therefore, Zero 
Touch can streamline the installation and 
commissioning process of IoT devices. For 
example, when a new IoT device is installed, 
such as a thermostat, the user switches it on 
and connects to the cloud platform. The device 
network automatically verifi es the service that 
has been pre-loaded in the IoT device during 
the manufacturing stage. After verifi cation 
of the service and required authorization, 
the cloud platform starts measuring the data 
fl ow based on the usage of the IoT device, 
and the service enabled in the IoT device gets 
integrated into the billing system of the service 
provider’s network. The user pays a monthly or 
annual cost based on the service and usage.

Zero Touch saves time, eff ort, and cost, making 
it a highly desirable solution that brings 
enormous benefi ts to industries that depend 
on IoT, including the oil and gas sector, smart 
buildings, smart factories, smart airports, and 
smart cities.

Figure 2.) Zero Touch helps reduce human 
errors and delays during the deployment of IoT 
devices. It also reduces travel costs, manpower 
requirements and allows fi eld technicians to 
focus on other operational tasks like preventive 
and reactive maintenance work. 

The Zero-Touch feature is attractive because 
the IoT devices are automatically installed 
without needing a specialized IoT technician 

has been pre-loaded in the IoT device during 
the manufacturing stage. After verifi cation 
of the service and required authorization, 
the cloud platform starts measuring the data 
fl ow based on the usage of the IoT device, 
and the service enabled in the IoT device gets 
integrated into the billing system of the service 
provider’s network. The user pays a monthly or 
annual cost based on the service and usage.

Zero Touch saves time, eff ort, and cost, making 
it a highly desirable solution that brings 
enormous benefi ts to industries that depend 
on IoT, including the oil and gas sector, smart 
buildings, smart factories, smart airports, and 
smart cities.
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Zero Touch helps automate and enhance certain 
aspects of the IoT network. This, in turn, helps 
major industries begin the slow and steady 
transition to automated systems, which will be 
required, given the rapid growth forecasted for 
the IoT market over the next few years.

This white paper provides insight into Zero-
Touch provisioning and an overview of the 
challenges many industries face for device 

provisioning in IoT networks, focusing on 
SIM-based IoT devices. The trends around 
embedded-SIM (e-SIM) IoT device provisioning 
are based on the evolving GSMA IoT-SAFE 
standard that addresses the provisioning and 
deployment challenges and the cost benefi ts 
and savings from enabling the Zero-Touch 
feature in the IoT network system.2

2 White paper, “IoT SAFE: Robust IoT security at scale,” Jun 2021,GSMA   https://www.gsma.com/iot/iot-safe/

Figure 2: The Zero-Touch concept
Source: Capgemini Engineering
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The need for 
zero touch in 
IoT ecosystems
Manual onboarding of a large number of 
IoT devices is a significant challenge for IoT 
service providers and device manufacturers 

The first challenge is the broad technology 
landscape in the IoT ecosystem for device 
positioning, which covers short- and long-range 
technologies like NB-IoT, LTE-M, LoRa, Zigbee, 
Z-wave, Thread, Bluetooth Low Energy, and 

across various industries. Five primary device 
onboarding challenges are captured in Figure 3 
and are detailed below.

Wi-Fi. As a result, deploying IoT devices in a large-
scale environment that includes these different 
technologies is becoming a significant challenge. 
(See Figure 4.)

Figure 3: The five critical challenges of device provisioning 
Source: AnyConnect
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The second challenge is the cost of people and 
travel and the effort required to configure each 
IoT device based on the functionalities of the 
sensors and actuators. For example, it can take 
an hour per IoT device to provision the devices 
in the field. In addition, manual installation is 
extremely error-prone, where 80 to 90 percent 
of the downtime is attributed to human error.

The third challenge is security and the hacking 
of IoT devices during the device provisioning 
process. The attack typically happens in the 
embedded system of IoT devices by hackers 
spoofing the private key located in the device 
memory. Consequently, many industries have 
moved to hardware-based security to protect 
from unauthorized firmware updates, strengthen 
device identity protection, and prevent identity 

spoofing. However, at the same time, hackers are 
probing weaknesses in the IoT embedded system 
design to exploit many connected devices in the 
larger IoT network. 

The fourth challenge is scalability, where 
manual provisioning of IoT devices limits the 
scalability of IoT-device deployment due to 
the high cost and effort, which, in turn, affects 
business opportunities. Nevertheless, as market 
forecasts suggest, there will be an increase in 
demand for IoT devices in the coming years.

The fifth challenge is interoperability, where 
many cellular-based IoT devices (SIM-based) are 
not interoperable with the existing networks 
deployed by MNOs across the globe.

IoT ZigBee

LTE-Cat M1

Thread
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Sigfox

Wi-Fi

NB-IoT

RFID
LoRAWAN

Bluetooth

Figure 4: The complex technology landscape of device provisioning
Source: IEEE
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Making the 
shift to zero 
touch
The Zero-Touch methodology is currently used 
in the IoT industry to address many device 
provisioning challenges. The process is typically 
applied in the second level (provision) and 
third level (configure) of IoT device life-cycle 

Many companies expect Zero Touch will generate 
new business opportunities and revenue. 
They consider Zero Touch an IoT end-to-end 
automation system, where the device installer 
in the field does not need to be highly technical 
but can connect the IoT device or gateway to 
the network. This shift will substantially reduce 
manual errors and installation time. It also 

management. (See Figure 5.) The main goal is 
to eliminate the manual provisioning process in 
a more extensive IoT network deployment by 
configuring the IoT devices automatically.

avoids the manual provisioning process and 
enables remote device provisioning. In addition, 
Zero-Touch technology will allow network 
administrators to connect and control millions 
of IoT devices with little effort and human 
intervention.

Figure 5: IoT device life-cycle management
Source: Capgemini Engineering
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Today, SIM technology in many IoT devices 
deployed in the field ties each SIM card to a 
single cellular network operator. The only way for 
end-users to change cellular network operators 
(e.g., from AT&T to Verizon) is to swap out their 

For nearly 30 years, plastic SIM cards have played 
a significant role in mobile communications, 
where it is easy for end-users to change the SIM 
card in a mobile phone or for any 3G/4G-based 
USB dongle. However, it is more challenging for 
small-form-factor IoT devices widely deployed 
in applications like asset tracking and fleet 
management. These IoT devices are used in 
thousands of fleets in different geographical 
locations. Also, the growing number of SIM-
enabled IoT devices is a severe problem for 
both maintenance and management, as it is 
not feasible to change the SIM cards in millions 
of existing IoT devices if the cellular network 
connectivity needs to be changed. Also, plastic-
based SIM cards cannot function in harsh 
environments like industrial automation plants 
with extremely high and low temperatures 
and vibration. Also, generating the relevant 
certificates and distributing them to IoT devices 
in the field is a time-consuming, expensive, and 
inefficient exercise.  

Therefore, the new IoT devices manufactured 
today need to accept the credentials issued by 
cellular network operators to scale and secure IoT 
devices successfully. This is an entirely different 

plastic SIM cards. (See Figure 6.) So, the current 
challenge is that each IoT device is tied to a SIM 
card connected to a single cellular network 
operator. Changing the subscription requires 
swapping the SIM card for each IoT device. 

operational and business model that needs to 
be worked out for IoT devices to have flexibility 
connecting with different cellular network 
operators, such as AT&T, Verizon, Sprint, Airtel, 
Vodafone, and others, more seamlessly. Also, 
network operators need to establish trust with 
cloud platform providers to develop easier, 
more scalable ways to manage the provisioning 
of larger IoT devices.

Trend 1: e-SIM

Standard SIM cards are now transforming into 
e-SIM cards in the IoT device market to address 
SIM-based IoT device provisioning challenges. 
The reason is that the traditional SIM card is 
not suitable for measuring IoT data parameters 
in complex environments, such as vibration, 
temperature, and humidity, typically in large 
industrial plants. Therefore, the GSMA IoT-
SAFE standard defines embed SIM technology 
to address the challenges, where e-SIM creates 
opportunities for the IoT device manufacturers 
to create various IoT applications to work in harsh 
environments where the life cycle of an e-SIM is 
ten to fifteen years. 

The industry landscape

SIM Logistics 
costs

Provisioning 
costs

Vendor Lock-in Complex 
deployment

Figure 6: Traditional challenges identified in device deployment
Source: Capgemini Engineering
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e-SIM cards are a reliable and scalable solution 
compared to plastic SIM cards, especially for the 
IoT market. The e-SIM evolution is based on the 
open, vendor-neutral standard developed by 
the GSMA IoT-SAFE standard. This new standard 
allows each IoT device to have a fixed e-SIM 
hardware-secure element inside the IoT device 
when manufactured instead of inserting the 
CSP’s discrete plastic SIM cards for connectivity 
to the cellular network. 

The GSMA IoT-SAFE standard proposes that 
the e-SIM be used as a crypto-safe platform, 
i.e., a trusted execution environment (TEE), to 
establish an end-to-end encrypted connection. 
(See Figure 7.) Most IoT devices will become 
cellular-enabled in the coming years, which 
covers emerging 5G technology. e-SIM will 
remove the barrier for cellular-based IoT device 
deployment, especially for fleet management, 
asset tracking, conditional-based monitoring, 
smart metering, smart parking, smart lighting, 
video surveillance, and many other applications.

Trend 2: i-SIM

Over the last few years, integrated SIM (i-SIM) 
has been gaining ground based on the similar 
functionality of the e-SIM. While the e-SIM is 
a dedicated chip soldered to an embedded 
platform and connected to an IoT device’s 
processor, the i-SIM is integrated into the 
processor core, and the data is encrypted within 

the SoC. This is important for many critical 
IoT use cases, as it is low-cost, low-power, and 
secure in a small form factor. Furthermore, the 
i-SIM functionality is built directly into the base 
processor, eliminating the need for SIM slots, SIM 
cards, and the external e-SIM hardware interface. 
The growth of e-SIM and i-SIM is driving seamless 
connectivity over cellular-based IoT networks as 

Figure 7: Approach towards e-SIM with Trusted Execution Environment (TEE)
Source: Capgemini Engineering
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large numbers of IoT devices will be deployed in 
the coming years, including 5G-based IoT devices.

The e-SIM-based approach has numerous 
compelling IoT use cases, such as smart 
manufacturing, where IoT device manufacturers 
can buy large batches of e-SIMs with predefined 

bootstrap profiles and embed them in their IoT 
devices. In addition, MNOs, such as AT&T, Verizon, 
and Sprint, will be chosen based on where the 
IoT devices are being deployed, allowing the IoT 
device manufacturer to avoid selecting specific 
operators that need to ship to multiple regions. 
(See Figure 8.)

Change SIM card Change SIM card Profile switch Profile switch

Difficult to provide continuous service Continuous service can be provided 

Continuity is poor for services to end 
users requiring SIM cards to be changed 

in different regions/countries
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Figure 8: Seamless provisioning of IoT devices
Source: IEEE and Capgemini Engineering
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For example, when the end-user buys a service 
bundle from an MNO for a specifi c IoT device, 
such as a smart bulb, the MNO profi le is loaded 
in the e-SIM of the IoT device and stored in 
the secure storage memory on the e-SIM chip. 
At some point, if the end-user buys a service 
package from another MNO, the new service 
package also gets stored in the e-SIM module 
of the IoT device. Now, both profi les are stored, 
and the end-user can swap or switch between 
the two MNOs based on the need and service 
bundle offered. As a result, the selection 
mechanism of the MNO eff ectively eliminates 
using a physical plastic SIM card with the e-SIM 
chip, where multiple MNO profi les can be stored, 
remotely updated, added, and deleted based on 
the standard defi ned by GSMA IoT SAFE.

With e-SIM and i-SIM-based provisioning adhering 
to the GSMA IoT-SAFE standard enablement in 
the IoT ecosystem, greater value-add can be 
delivered to end customers globally utilizing 
Zero-Touch connectivity. This advancement is 
a game-changer for accelerating the growth of 
the IoT market by unlocking the critical business 
benefi ts for the industrial market segments. It 
means that Zero-Touch connectivity reduces 
the need for end-users to contact the IoT device 
provider or MNO, which is a critical factor of Zero 
Touch that will spur widespread adoption of IoT.

Zero Touch delivers a pre-installed fi rmware in 
the e-SIM, which intelligently manages security, 
connectivity, and certifi cate credentials between 
the IoT device and the cloud via the MNO, ensuring 
a consistent global out-of-the-box experience. 
Based on the GSMA IoT-SAFE standard, Zero 
Touch can take advantage of better utilization 
of the e-SIM module. It creates the possibility of 
adding an identity to an IoT device when required, 
with automatic setup provisioned by the MNO, 
and enables global, secure connectivity via IoT 
cloud platform providers. 

The GSMA IoT-SAFE standard enables cellular 
service providers and IoT device manufacturers 
to allow e-SIM and i-SIM to remotely install and 
manage the IoT devices’ connectivity profi les and 
subscriber identities in the fi eld. It also makes 

the SIM a robust, scalable, and standardized 
hardware root of trust to protect IoT data 
communications over cellular networks. The 
developers can implement IoT SAFE in i-SIM, 
which takes the existing remote programming 
and bootstrapping features of i-SIM to an entirely 
new level on the IoT device. Zero Touch can 
better utilize the e-SIM module by creating the 
possibility of adding an identity to an IoT device 
when required, with automatic setup of the 
working environment. 

The Zero-Touch service in e-SIM includes the 
following features:

• When the e-SIM is active, the Zero-Touch 
service is enabled in the IoT device and 
communicates to the IoT cloud platform 
without any limitation

• If the IoT data traffi  c needs to be blocked 
temporarily to and from the IoT device, 
Zero Touch can make the e-SIM switch to 
a suspended state

• If the e-SIM must be retired, Zero Touch can 
be switched to the cancel state

• Zero Touch can provide the status of the IoT 
devices that are currently active or inactive 
to the IoT cloud platform

• Zero Touch can share the health status of 
the IoT device with the service provider

In summary, the SIM applet that runs on e-SIM 
based on the GSMA IoT-SAFE standard enables 
secure end-to-end communications that allow 
IoT device manufacturers and service providers 
to leverage e-SIM and i-SIM as reliable, scalable, 
and normalized hardware that protects data 
communications of IoT devices over cellular 
networks. 

If the IoT data traffi  c needs to be blocked 
temporarily to and from the IoT device, 
Zero Touch can make the e-SIM switch to 

If the e-SIM must be retired, Zero Touch can 
be switched to the cancel state

Zero Touch can provide the status of the IoT 
devices that are currently active or inactive 

Zero Touch can share the health status of 
the IoT device with the service provider

In summary, the SIM applet that runs on e-SIM 
based on the GSMA IoT-SAFE standard enables 
secure end-to-end communications that allow 
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The applet that runs on e-SIM and i-SIM off ers 
many advantages:

• Helps to solve challenges for provisioning 
millions of IoT devices

• Manufacturers of IoT devices can access 
SIM-based security services as a hardware 
root of trust based on standardized APIs  

• Off ers a simpler way for developers and 
cloud providers to create applications that 
further removes device fragmentation 
issues

• Provides signifi cant savings due to Zero-
Touch provisioning

• Reduces the risks of an attack on the device

• Makes the management of IoT devices simple 
and secure at every stage of the life cycle 

• Uses e-SIM /i-SIM as a mini “crypto-safe” 
within the IoT device to securely establish a 
Datagram Transport Layer Security (DTLS) 
session with the corresponding IoT cloud 
platform over a 3G or 4G network

• S ecurely performs mutual DT L S 
authentication on a cloud platform using 
either asymmetric or symmetric security 
schemes

• Computes shared secrets and stores long-
term key secrets

SIM-based security services as a hardware 
root of trust based on standardized APIs  

Off ers a simpler way for developers and 
cloud providers to create applications that 
further removes device fragmentation 
issues

• Provides signifi cant savings due to Zero-
Touch provisioning

• Reduces the risks of an attack on the device

Makes the management of IoT devices simple 
and secure at every stage of the life cycle 

Uses e-SIM /i-SIM as a mini “crypto-safe” 
within the IoT device to securely establish a 
Datagram Transport Layer Security (DTLS) 
session with the corresponding IoT cloud 
platform over a 3G or 4G network

• S ecurely performs mutual DT L S 
authentication on a cloud platform using 
either asymmetric or symmetric security 
schemes

• Computes shared secrets and stores long-
term key secrets
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Transitioning to 
zero touch
Today each network operator and service 
provider has a unique technical approach, based 
on their proprietary deployment methodology, 
to handle the personalization of their SIMs in 
the IoT cloud platform. Therefore, significant 
difficulties arise when the end-user wants 
to connect the IoT device with two different 
cellular networks, where the software needs to 
be provisioned remotely in the SIM to connect 
with these two cellular networks. To address 
these challenges, a standardized subscription 
management (SM) architecture, defined by 
GSMA IoT SAFE, is recommended to reduce 
the cost and complexity of the SIM-based IoT 
devices deployment. 

The GSMA IoT-SAFE standard is based on 
a single common and global specification 
defined by GSMA that adheres to technical 
specifications SGP.01, SGP.02, and SGP.11. This 
adherence ensures the cellular-based IoT device 
market will grow. The GSMA IoT-SAFE standard 
specifies the remote SIM provisioning (RSP) 
concept to address the secure management of 
storing network operator profiles in the secure 
element embedded in the IoT device using over-
the-air (OTA) commands. The GSMA-based 
subscription management platform consists of 
two components: 

• Subscription Management - Data 
Preparation (SM-DP)

• Subscription Management - Secure 
Routing (SM-SR) 

The main goal of these two components 
(SM-DP and SM-SR) is to create a Zero-Touch 
provisioning feature for the SIM-supported IoT 
devices and other aspects by enabling user-end 
data security, where attackers cannot access 
endpoint authentication information.

The SM-DP is connected securely to the SM-
SR and is responsible for preparing and saving 
MNO profiles in an e-SIM compatible format. 
Based on the command received from the MNO 
backend, the SM-DP encrypts and pushes the 
MNO profile to the e-SIM on the IoT device. (See 
Figure 9.) The SM-DP is primarily responsible for 
the secure storage of e-SIM profiles on the IoT 
devices, the subscriptions and personalization 
along with required subscription data, and 
the preparation for secure over-the-air (OTA) 
download and software installation onto the 
e-SIM in the IoT device.
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The SM-SR is often deployed by the owner 
of the e-SIM, such as an MNO or IoT device 
manufacturer. The e-SIM owner will often deploy 
the SM-DP, and the MNO that wants to manage 
the e-SIM profiles may also deploy an SM-DP 
connected to an SM-SR. 

The SM-SR is responsible for establishing a secure 
channel for each individual e-SIM registered to 
the SM-SR. It performs remote management 
operations (e.g., download/install, enable, 
disable, delete, and other functions) directly to 
the e-SIM profiles. The SM-SR entity securely 

SM-DP - Data Preparation MNO 

Storage of profiles generated by EUM
Profile management secure profile 
installation on eUICC
Platform management through SM-SR

Able to download and manage the 
profile on eUICC through SM-DP and 
SM-SR
Able to update the profile using OTA

EUM - eUICC Manufacturer 

Supplier of eUICC
Generation of MNO profiles to be 
downloaded on EUM eUICC

CI - Certificate Issuer  

Issues certificates for eUICC remote 
provisioning system entities to ensure 
global security chain

SM-SR - Secure Routing 

Secure communication with eUICC for 
subscription management purpose
Profile management(profile download) 
for SM-DP 
Platform management enable disable 
and delete profiles on the eUICC in 
accordance with the MNO's Policy Rules

E52
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E54

E57*
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Figure 9: Remote provisioning components 
Source: GSMA IoT SAFE
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Figure 10: Profi le loading sequence of operation into e-SIM-based IoT device
Source: IEEE

delivers the encrypted MNO credentials to the 
e-SIM and installs the same within the e-SIM OTA. 
When the credentials are installed, it remotely 
manages the e-SIM, thereby enabling, disabling, 
and deleting the credentials as and when 
necessary during the IoT product life cycle. The 
e-SIM vendor registers with the SM-SR (e.g., the 
certifi cate and identity). The SM-SR is the only 
unit capable of contacting the e-SIM to manage 

Also, various interfaces are defi ned by the GSMA 
IoT-SAFE standard for diff erent interconnecting 
parties that include OEMs, MNOs, and 
SIM manufacturers.

• ES1 - the interface between the two entities 
fulfi lling the role of the embedded universal 
integrated circuit card (eUICC) manufacturer 
and SM-SR

subscriptions directly and maintain a secure 
connection to the e-SIM. The SM-SR can apply 
the profi le policies (e.g., profi le disablement) and 
route commands from the MNO and SM-DP to the 
e-SIM. If the customer decides to use a diff erent 
MNO or profi le, the e-SIM will reconnect to the 
SM-SR platform and download a new profi le. The 
sequence of operation for loading the profi les is 
described in Figure 10.

• ES2 - the interface between the two entities 
fulfi lling the roles of MNO and SM-DP

• ES3 - the interface between the two entities 
fulfi lling the roles of SM-DP and SM-SR

• ES4 - the interface between the two entities 
fulfi lling the roles of MNO and SM-SR
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The M2M variant that covers asset tracking and 
electric meters operates on the push model, 
which depends on the backend infrastructure of 
the SM-DP/SM-SR server components deployed 
in the MNO infrastructure to execute e-SIM 
profiles related to management operations. 

How Remote SIM Provisioning Works

During the manufacturing and deployment 
process, the e-SIM manufacturer, MNO, or IoT 
device manufacturer registers the SIMs with the 
SM-SR and maintains a secure connection with 
the e-SIM to manage subscriptions. The SM-DP 

There are two variants proposed by the GSMA 
IoT-SAFE standard: the M2M variant and the 
consumer variant. 

• The M2M variant targets Industrial IoT (IIOT) 
devices that include asset tracking and 
electric meters, which are typically used 
in an industrial, non-end-user interactive 
environment

• The consumer variant targets consumer 
devices, such as mobile phones, tablets, 
laptops, and other flavors of consumer IoT 
devices such as wearables

• ES5 - the interface between the SM-SR and 
e-SIM 

• ES6 - the interface between the MNO and 
e-SIM vendor

• ES7 - the interface between the two entities 
fulfilling the roles of SM-SR and SM-SR

• ES8 - the interface between SM-DP and e-SIM

will encrypt and download the new MNO profile 
to the e-SIM after receiving commands from 
the MNO. Furthermore, the SM-DP will provide 
interfaces that let the MNO enable or disable 
a profile on the e-SIM. The advantage of using 
e-SIM instead of plastic SIM cards is that the 
e-SIM offers flexibility for building relationships 
between end-users, MNOs, and the e-SIM 
provider by offering over-the-air updates to load 
MNO profiles on e-SIMs instead of replacing the 
plastic SIM cards. In addition, since the e-SIM is 
manufactured with a bootstrap profile, it makes 
the IoT device connection with RSP much easier.

The GSMA IoT-SAFE standard addresses other 
areas, including chip-to-cloud security that 
makes IoT device communications more secure. 
With IoT SAFE, the IoT devices can securely 
establish TLS or DTLS authentication sessions 
with a corresponding IoT-based cloud platform 
provider through the MNO. IoT SAFE creates a 
reliable and normalized mutual authentication 
mechanism between IoT devices and cloud 
platforms and handles data encryption and 
integrity. This makes large-scale device 
deployments secure and straightforward at 
a global level with Zero-Touch provisioning. 
The Zero-Touch model handles the security 
logic for e-SIM and i-SIM, focusing on secure 
management, troubleshooting, provisioning, and 
de-provisioning of the IoT devices more simply. 
Based on the Zero-Touch Java API running on the 
e-SIM, the IoT-SAFE software can be connected 
either to the MNO or the cloud platform for 
validating the authentication mechanism at the 
application level that creates a secure channel 
of communication between the IoT device and 
network. (See Figure 11.)
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GSMA IoT SAFE utilizes e-SIM as a root of trust for 
IoT security. The Zero-Touch API (ZT API) running 
on the e-SIM provides cryptographic support 
and storage of credentials for establishing 
secure communication examples by using DTLS 
for data transmission and reception. By chipset 
vendors enabling root-of-trust support on the 
hardware platform, GSMA IoT SAFE promotes 
interoperability across IoT device manufacturers 
and service providers, which is a more reliable 
way from a deployment standpoint for the 
IoT devices to work with any MNO network. In 
addition, the devices based on Zero Touch can 
instantly access connectivity, which simplifi es the 
initial provisioning, and protects ongoing daily 
operations with a robust security mechanism.

Device security based on the IoT cloud 
platform 

The direct connectivity between the IoT device 
and the cloud platform is one approach for 
verifying and validating end-to-end security. 
Authentication and authorization happen 
between the IoT device and the IoT cloud 
platform without depending on the MNO’s 
security network components. The IoT security 
service resides in the IoT cloud platform. (See 
Figure 12.)

This approach enables higher levels of security, 
including identity verifi cation and encryption. 
It provides a way to talk to the e-SIM card 
and provide support to add more features 
independently from the standard MNO off erings. 

The e-SIM profi le loading can be done either at 
the time of manufacturing or via the OTA server, 
where the remote update of Java applets on 
the e-SIM can be done quickly on the IoT device. 
The drawback of the cloud-platform-based 

Figure 12: Security mechanism based on the IoT cloud platform
Source: GSMA IoT SAFE
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approach for handling the security feature is 
that the IoT cloud platform provider should 
off er a dedicated security service to manage 
all the keys, credentials, and device certifi cates, 
which would be overhead for the cloud platform 
provider. In addition, this approach may not be 
able to leverage existing security functionality 
from the MNO platform already available in the 
cellular network infrastructure.

Device security based on the MNO platform 

The bootstrapping server function (BSF), a 
core network element defi ned in 3GPP TS 
33.220, is under the control of the MNO. The 
BSF connects with the middleware of an IoT 
device to authenticate each device using 

the 3GPP AKA protocol. The BSF generates 
a session key that is deployed between the 
network application function (NAF) and the 
IoT client application. The NAF uses a generic 
bootstrapping architecture (GBA) to create 
a secure communication tunnel between 
the NAF and IoT client provided by the MNO. 
Once the bootstrapping has been completed 
between the NAF and IoT device client 
application, the IoT device runs the application-
specifi c protocol, using the session keys 
generated during the GBA process. The home 
subscriber service (HSS) is a network element 
of the MNO, where the HSS stores all the user 
security settings used in GBA. (See Figures 13a 
and 13b.)

Figure 13a: End-to-end system
Source: GSMA IoT SAFE
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Since the GBA leverages the existing identity 
and authentication infrastructure deployed 
by MNOs based on the 3GPP standard TS 
33.220, there are no additional costs involved 
in obtaining data protection for 3GPP-enabled 
IoT devices. The GBA approach is low-cost 
compared to the public key infrastructure since 
there is no need to securely deploy the keys. 
The GBA security framework does not require 
maintenance, as it reuses the credentials in the 
e-SIM. Authentication is possible if the user has 
a valid identity on the HSS or the home location 
register. The authentication method is integrated 
into both the IoT device and MNO platform, as it 
is based on HTTP digest access authentication. 

The drawback based on the GBA approach is 
that the implementation depends on MNO 
components to realize the security procedure 
for authentication and key exchange. Also, MNOs 
will require more partnerships for the IoT device 
to work in diff erent regions to realize remote 
SIM provisioning.

The three use cases detailed below show 
how Zero-Touch provisioning works for SIM-
based IoT devices such as video surveillance, 
asset management (e.g., smart metering), and 
fl eet management.

Digest AKA Response

401 Message [AKA Challenge(RAND,AUTN etc.)] 

200 OK Message [B-TID,TI]

Ks = Ck|| IK

If AUTN is 
correct,

the USIM computes
RES, IK and CK

Bootstrap Initiation Request

HTTP Request

Get Authentication 
Vector

1. Compares 
XRES
to the recieved
RES
2. KS= CK || IK

Request

NAF BSF HSS
Ub

Ua Zn Zh

Figure 13b: Call-fl ow diagram
Source: 3GPP
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Three zero touch use cases 
Use case 1: video surveillance

Video surveillance is the positioning of 
networked cameras for real-time remote 
monitoring of activity in many applications, 

including smart factories, processing plants, 
smart grids, and other environments. The 
challenge is to install the network of cameras 
quickly to minimize the time technicians spend 
in the fi eld. (See Figure 14a and 14b)
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Figure 14a: Surveillance camera connectivity with e-SIM
Source: Capgemini Engineering
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Step 1: The MNO procures a batch of customized 
e-SIMs from a SIM vendor for the MNO at a SIM 
factory, along with the software installation of 
the IoT security ZT API on each e-SIM. Also, one 
or more randomized private keys are installed in 

the e-SIM as part of the personalization process 
and never leave the area inside the factory. The 
certificate corresponds to the private keys that 
the SIM vendor shares with the MNO. (See Figure 
15.)

SM-DP

SM-SR

e-Sim

Communications
service provider

e-Sim
manufacturer

ES1

ES2

ES3

ES4

ES7

ES8 ES5

ES6

Surveillance
camera device

Figure 14b: Camera interface with RSP
Source: GSMA IoT SAFE
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Step 2: The MNO builds a commercial relationship 
or partnership with an OEM that manufactures 
cellular-connected video cameras, such as 
Grandstream or Arlo. The MNO supplies e-SIMs 
to the camera OEM and creates a copy of the 
public key for the OEM that is stored in the IoT 
security ZT API on every e-SIM. The OEM installs 
the MNO’s e-SIMs into its security cameras at 
the manufacturing center, creates a public key 
for every camera combination, and ships the 
cameras to the reseller. 

Step 3: A customer buys a camera from the 
reseller, takes it home and switches it on. The 
camera connects to the MNO and authenticates 
the e-SIM within the camera. The camera then 
connects to the IoT cloud platform and initiates 
an authentication procedure to establish a secure 
DTLS connection with the IoT cloud platform 
via the MNO. Finally, the camera is authorized 
using the private key created based on the ZT 
API within the e-SIM. After being authorized, the 
camera and the IoT cloud platform communicate 
securely. The end user streams the video fetched 

1 order (N units)

2 create (N security applets)

3 create (N private keys, N public keys)

4 personalize (N security applets, 
N private keys)

5 install (N units, N security applets)

6 provide (N units)

7 provide (N public keys) 8 provide (N units)

10 install (N public 
keys)

11 provide (N units)
12 sell
(K units) 

9 provide (N public 
keys)

SIM vendor Reseller CustomerCSP/Cloud platform 
provider

Camera OEM 
(Arlo/Grandstream)

13 attach

14 authenticate

15 authenticate

Online

Offline

Establish (D)TLS session

Figure 15: Call flow for enabling surveillance cameras from the OEM, MNO, and SIM vendor
Source: GSMA IoT SAFE
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Figure 17 shows the supply chain management 
of an intelligent metering system. The fi rst 
time a smart meter is used it is activated and 
the MNO profi le that was pre-loaded during 

manufacturing is initiated. The smart meter is 
further authenticated with the MNO based on 
the Zero-Touch onboarding feature. Zero-Touch 
enablement of the IoT device mitigates the risk 

over a 3G or 4G network from the surveillance 
camera with the secured data pipeline created.

Use case 2: asset management

A smart meter OEM (SM-OEM) purchases 
e-SIMs from a SIM manufacturing company 
and solders them into every cellular (NB-IoT) 
connected smart meter. (See Figure 16.) The 

SM-OEM sells these smart meters to their 
customers, who are responsible for deploying 
them in their respective markets. For example, 
a third-party energy service provider could 
connect their smart meters to the MNO’s 
network and host their IoT cloud platform for 
seamlessly provisioning the smart meters and 
the services required to fetch data from the 
smart meter.
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For example, when the RSP platform is 
registered, the MNO requests the IoT security 
applet in the e-SIM to produce a public/private 
key pair and then sends the public key to the 
MNO. Next, the energy provider’s cloud platform 
generates a certificate signing request (CSR) to 
a certificate authority (CA) server. The MNO 
presents the CA and signed certificates to the 
IoT security applet that runs on the smart meter 
IoT device. Next, the smart meter establishes a 
secure DLTS connection to the company’s cloud 
platform and sends the meter readings. The 

MNO or the company can renew or revoke the 
credentials stored if the smart meter is moved 
from its location or reaches end-of-life.

Use case 3: fleet management

An MNO provides cellular connectivity to a 
truck manufacturer’s onboard units (OBUs) and 
creates a secure connection between the OBUs 
and OEM cloud platforms. (See Figure 18.) The 
OEM operates a CA server in its cloud platform 

of security attacks by taking care of privacy with 
the technician’s automatic plug-in of meters in 
the field. This process dramatically reduces the 

installation and onboarding time from hours 
to seconds.
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to provide certifi cates to trucks, allowing all the IoT devices to connect the OBUs to the OEM’s cloud 
platform securely.
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The Tier-1 OBU supplier provides the OEM 
with the number of units required, and each 
OBU is installed on the truck by the OEM. 
After installation and activation, the OBUs 
start communicating with the OEM’s IoT cloud 
platform through the cellular networks that 
monitor the services, such as tracking and 
monitoring. The MNO delivers configured 
e-SIMs to the OEM and embeds e-SIM onto the 
OBU hardware platform in each truck. Before 
delivering the OBUs to end-users, the OEM binds 
the truck ID to an OBU device ID and its mobile 
subscriber identity and confi gures the OBU with 
the IP address of the OEM’s cloud platform. 

When the OBU connects with the MNO, it 
initiates the certifi cation process with the OEM 
cloud platform. Since the security credentials are 
not pre-loaded onto the OBU, the OEM cloud 

platform requires the OBU to do authentication 
by triggering a bootstrapping procedure. This 
process can be initiated based on the lightweight 
M2M (LWM2M) standard. After authentication, 
the OEM cloud platform generates a session key 
and sets up an end-to-end secure tunnel. 

The OBU can send the device ID and the 
certifi cate public key to the OEM cloud platform 
when the secured tunnel is created. The OEM 
cloud platform receives the certifi cate and signs 
it accordingly. With the secure tunnel created, 
the OBU downloads the signed certificate 
and stores it in a secure location on the e-SIM. 
Similarly, the OBUs can obtain certifi cates and 
credentials from the OEM cloud platform, so 
there is no need for OBUs to provide or share 
certifi cates or keys on the production line. 

initiates the certifi cation process with the OEM 
cloud platform. Since the security credentials are 
not pre-loaded onto the OBU, the OEM cloud 
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Manual versus 
automated 
cost based on 
zero touch
Zero Touch for the IoT market is critical for large-
scale deployments in terms of cost and time for 
managing and provisioning IoT devices for killer 
applications such as fl eet management, asset 
tracking, conditional-based monitoring, and 
video surveillance, and creating more business 
opportunities focused on generating additional 
ROI. (See Figure 19.) Zero Touch saves time and 

helps onboard hundreds or even millions of IoT 
devices in the IoT ecosystem with minimal, near-
zero eff ort. As a result, prominent IoT players 
such as AWS, Infi neon, Intel, Microsoft, and 
NXP have initiated Zero-Touch implementation 
to help improve device provisioning, security, 
and adoption for the broader IoT market.

Figure 19: Cost drivers for device provisioning 
Source: Capgemini Engineering
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The return on investment from adopting Zero-
Touch solutions enables device manufactures, 
service providers, and mobile network operators 
to achieve a competitive advantage, including: 
Zero-Touch provisioning support will drive future 
growth for IoT devices in three ways:

Figure 20 captures the cost savings and market 
growth potential by adopting a Zero-Touch 
approach to provisioning IoT devices in the 
wireless communication network.

• Increased revenues 

• Lower costs

• Reduction of repair time 

• One-time confi guration 

• Enhanced data and device security

• Improved customer experiences 

• Increased customer satisfaction

• Support for advanced IoT services 
deployment

• Easy system integration and migration in 
the IoT ecosystem

• Reallocate valuable resources to other 
tasks

• Accelerate time-to-market

Zero-Touch provisioning support will drive future 
growth for IoT devices in three ways: 

• Direct savings

• Indirect savings

• Better business opportunities

• More advantages

–  Per IoT device activation

– Network activation

– Fewer errors to repair

– Managing stock-keeping unit (SKU) 
inventory of IoT devices

– Training for technical staff 

– Enables the implementation of better 
business  cases through deployment savings 
and faster introduction of new services 

– Creates a self-onboarding process that takes 
only a few seconds, with no need to schedule 
a technician visit to the fi eld

– Much faster revenue generation

– Introduction of new IoT services in less time
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Challenges and 
drawbacks
Combining the Zero-Touch experience with 
Industry 4.0, Edge, and 5G will make the 
entire IoT ecosystem more automated, which 
will create substantially greater value-add in 
large-scale IoT deployments for many sectors, 
including oil and gas, smart grid, and smart 
factory. However, while e-SIMs are generally 
regarded as the future of IoT connectivity, 
some challenges and drawbacks need to be 
addressed:

Difficulties in network switching between 
MNOs 

• In today’s mobile communications industry, 
the mobile operator that provides specific 
services like 3G and 4G to particular countries 
owns their SIM management platform which 
is taken care of by the respective MNOs in 
their region

Technical challenges in managing several 
MNOs 

• Although e-SIMs are designed to support 
multiple cellular network profiles, MNO 
profiles have to be used separately. Changing 
from one MNO profile to another requires a 
fair amount of heavy lifting and additional 
cost. Also, when the changeover is agreed 
upon, the MNO has to allocate a new IP 
address and access point name to the IoT 
device to become the new home network. 
Some of these steps can be complex so take 
time to complete them. If any of the steps 
fail, the IoT device will be left unconnected in 
the cellular network. So the end-user needs 
to have confidence that the new MNO can 
define, implement, test, and validate the 
updates according to their needs

• Suppose the user has to switch to a different 
service provider. In that case, the ecosystem 
can deny moving the IoT device from one 
wireless network to another that the e-SIMs 
promise. It can also make the management 
of large IoT deployments chaotic, complex, 
and potentially costly. Therefore, logically 
speaking, there is a need for every e-SIM 
supplier to have a common management 
platform, where the platform can support 
multiple MNOs to keep the connectivity 
process as simple as possible. However, today 
very few e-SIM management platforms are 
set up to support multiple MNO subscriptions 
available worldwide. This means that there is 
still a high probability of dealing with more 
than one e-SIM management platform

• Traditional SIMs are owned and controlled 
by the MNO. The whole point of the e-SIM 
concept is to identify the way to take 
complete control from the MNO and provide 
the benefit to the IoT device user to have 
connectivity with different MNOs based 
on the need. However, operators risk losing 
revenue by providing easy support for end-
users to switch between different cellular 
networks. Also, many MNOs are reluctant 
to make their subscription profiles widely 
available. MNOs continue to place restrictions 
on how, when, and where their profiles can 
be used for IoT device deployments on 
their network. This mindset is expected to 
change when the growth rate of IoT device 
deployments starts to accelerate

Loss in revenue for MNOs 
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Solid growth 
ahead for 
IoT devices, 
e-SIMs, and 
i-SIMs
According to market research fi rm Strategy 
Analytics, the number of connected devices 
in the IoT market is projected to nearly double 
between 2020 and 2025.3  The fi rm projects 
unit sales of e-SIMs for IoT applications to grow 
to 326 million units by 2025, up from 150 million 

in 2020. (See Figure 21.) e-SIM developments 
are ramping-up as the industry is now aligned 
with clear standards from the GSMA, and 
a broad ecosystem of partners, with over 
200 carriers supporting e-SIM, according to 
Strategy Analytics. 

3 “Strategy Analytics: Annual eSIM Sales in the IoT Will More Than Double by 2025,” Sep 16, 2020, Business Wire 

Figure 21: Broad industry growth forecast for the e-SIM market
Source: Strategy Analytics
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Conclusion
Today, the manual onboarding process of IoT 
devices and data/device security is a critical 
challenge for network operators and platform 
providers. To address the challenge, mobile 
network operators have launched a trusted 
new onboarding Zero-Touch service based on 
the GSMA IoT-SAFE standard. The Zero-Touch 
service is deployed in existing networks through 

partnerships with device manufacturers, cloud 
platform providers, and SoC vendors. (See 
Figure 22.) The goal is to provide IoT devices 
for condition monitoring, asset tracking, fl eet 
management, and other applications that save 
time and money and produce a positive return 
on investment.

The Zero-Touch framework on IoT cloud 
platforms helps service providers monitor and 
troubleshoot large-scale IoT device deployments 
by automating the provisioning of devices in 
the fi eld. The Zero-Touch software package 
can track ownership credentials of multiple 
IoT devices through various distributors and 
retailers and inform the IoT cloud platform when 
the IoT devices are delivered and activated. As 
Zero-Touch provisioning and other cutting-
edge technologies like 5G and edge computing 
mature, the IoT networks could soon become 

entirely automated and create greater benefi ts 
for industrial and IoT market segments.

For service providers and cloud platform 
providers, Zero Touch could create signifi cant 
ROI benefi ts such as an increase in the average 
revenue per device, increase in device adoption, 
revenue generation from growth in device 
subscriptions, and scalable device management 
for a fl eet of IoT devices based on GMSA IoT SAFE, 
and e-SIM and i-SIM growth trends. 
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Figure 22: Zero-Touch provisioning framework 
Source: Capgemini Engineering
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As the GSMA IoT-SAFE standard evolves, network 
operators, service providers, and cloud platform 
providers will create new Zero-Touch business 
models that could increase the average revenue 
per IoT device in various market segments and 
generate market-share growth. Furthermore, 
with Zero-Touch provisioning based on GSMA 
IoT SAFE and other cutting-edge technologies, 
such as 5G and Edge computing network 
architectures, one day soon, IoT networks will 
become entirely automated. 

The promise of faster service activation, lower 
operational cost, scalability, and fewer human 
errors with Zero-Touch provisioning has created 
signifi cant interest within the IoT industry and 
triggered SoCs, OEMs, ODMs, MNOs, cloud 
platform providers and other service providers 
to invest in the Zero-Touch solution for emerging 
IoT market segments.
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